(19) 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



(12) 



(11) EP 0 740 440 A2 

EUROPEAN PATENT APPLICATION 



(43) Date of publication: 

30.10.1996 Bulletin 1996/44 

(21) Application number: 96302696.8 

(22) Date of filing: 17.04.1996 



(51) intci* H04L 12/28 



(84) Designated Contracting States: 


(72) Inventor: Moelard, Hendrik 


DE FR 


3607 GT Maarssen (NL) 


(30) Prbrity: 28.04.1995 GB 9508696 


(74) Representative: Johnston, Kenneth Graham et al 


(71) Applicant: AT&T IPM Corp. 


Lucent Technologies (UK) Ltd, 


5 Mornlngton Road 


Coral Gables, Florida 33134 (US) 


Woodford Green Essex, IG8 OTU (GB) 



(54) Method for connecting roaming stations in a source routed bridged local area network 



(57) A method to be used in a Source Routed 
Bridged LAN by which access points maintain location 
information of mobile stations, and forward packets des- 



tined for mobile stations that have moved to another ac- 
cess point. This method resolves the problem that cor- 
respondent stations do not (timely) update the routing 
information to the mobile stations. 




Printed by Jcuve. 75001 PARIS (FR) 



1 



EP 0 740 440 A2 



2 



Description 

Field of the Invention 

The present invention relates to data communtca- s 
tton networks in general, and more particularly, to data 
communication networks that use source routing and 
source-transparent routing protocols. 

Background of the Invention 

It is known that a typical Local Area Network (LAN) 
can use routing bridges to route data among stations 
connected to the LAN. The routing bridges receive and 
transmit data packet-by-packet at data link layer level. 
There are several protocols to define data routing at da- 
ta link layer, including: source routing defined by IEEE 
802.5, transparent routing defined by IEEE 802. 1 D, and 
source-transparent routing which is a de facto industry 
protocol. 

Bridges build according to source routing, transpar- 
ent routing and source-transparent routing are referred 
as source routing bridge (SR-bridge), transparent rout- 
ing bridge (TB-bridge) and source-transparent bridge 
(SR-TB-bridge), respectively. Analogously, LANs using 
source routing and transparent routing are referred as 
source routing bridged LAN (SR-LAN) (e.g., a Token- 
Ring LAN) and transparent routing bridged LAN (TB- 
LAN), respectively. 

Source routing requires each of the packets to be 
transmitted to contain route information inserted by a 
source end station. An SR-bridge uses the routing infor- 
mation to determine whether it should forward the pack- 
ets, and to what LAN-segment the packets should be 
sent. A LAN-segment is a part of a LAN where end sta- 
tions can communicate directly with each other via the 
LAN media, without the need for an intermediate link, 
such as a bridge or a router. For example, in a Token- 
Ring LAN, a LAN-segment is a ring. In an Ethernet LAN, 
a LAN-segment is a cable including components like "re- 
peaters' or hubs. 

According to source routing protocol, a source end 
station initially invokes a route determination procedure 
to find" a route to a destination end station. The source 
end station transmits copies of a special kind of packet 
and sends a copy to each possible path. Each copy col- 
lects route information while it is being transmitted over 
LAN-segments and bridges. 

When a source end station finds a route to a desti- 
nation end station, it keeps the routing information so 
that the information can be inserted for subsequent 
packets to the same destination end station. 

Figure 1 depicts a typical configuration for an SR- 
LAN, where stations A and B are connected with each 
other through SR-bridges 1 -2 and SR-segments 1 -3. -©y 
transmitting copies of a special kind of packet and send- 
ing a copy to each possible path, station A finds the route 
to station B as being: SR-segment 1 , SR-bridge 1 , SR- 



segment 2, SR-bridge 2, SR-segment 3, and station B. 

When station A wants to deliver packets to station 
B, it inserts this routing information into the packets des- 
ignated for station B. When station B responds to a mes- 
sage from to station A, station B inserts the same routing 
information, as it reads from the packet(s) from station 

A, in reverse order. Whether station B takes this routing 
information from only the first packet sent by station A, 
or it continuously updates the routing information from 
all packets from station A is implementation dependent. 
In contrast to source routing, transparent routing does 
not need the route information as required by source 
routing. 

To accommodate the packets with and without the 
routing information, an SR-TB-bridge is used to connect 
an SR-LAN to a TB-LAN. Because the packets on a TB- 
LAN do not contain the routing information required for 
source routing, an SR-TB-bridge should perform be ca- 
pable of: (1) responding to any route determination pro- 
cedure initiated by a station on the SR-LAN, to find rout- 
ing information for a station on the TB LAN, (2) main- 
taining the routing information to end stations on the SR- 
LAN in its location data base, (3) adding the routing in- 
formation to the packets transmitted by end stations on 
the TB-LAN and destined for end stations on the SR- 
LAN based on its location data base, and (4) removing 
the routing information from the packets transmitted by 
the end stations on the SR-LAN and destined for the 
end stations on the TB-LAN. 

Conceptually, this process can be regarded as if the 
SR-TB-bridge handles the source routing procedures 
on behalf of the stations on the TB-LAN. 

A well known commercially available SR-TB-bridge 
is IBM 8209 LAN Bridge. 

Figure 2 depicts a typical configuration where an 
SR-LAN is connected to a TB-LAN through an SR-TB- 
bridge. 

In Figure 2, stations A and B are connected with 
each other through SR-bridges 1-2, SR-TB-bridge 3, 
SR-segments 1 -3, and TB-segment 4. In Figure 2, if mo- 
bile station A transmits the packet destined for station 

B, this packet is received by SR-TB-bridge 3 on TB-seg- 
ment 4. If SR-TB-bridge 3 has the routing information to 
station B stored in its location data base, it will insert this 
routing information in the packet and forward the packet 
to station B via the SR-LAN. If the route information to 
station B is not in its location data base, SR-TB-bridge 
3 will invoke a route determination procedure to gener- 
ate the routing information. The routing information in 
this example is: SR-segment 1, SR-bridge 1, SR-seg- 
ment 2, SR-bridge 2, and SR-segment 3. 

The problem for a conventional SR-LAN is that it 
can not properly transmit data in a roaming environ- 
ment, where a station that is roaming dynamically 
changes access points on the SR-LAN. The primary 
reason for this problem is that the routing information is 
"semi-static" and kept in the correspondent stations the 
roaming station is communicating with. "Semi-static" 
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means that the information is not constantly, dynamical- 
ly, updated. It is determined at a certain point in time, 
and used tor some period of time, depending on situa- 
tions, higher (eve! procedures, implementation, and us- 
age. 

U.S. Patent 5,371,738 entitled WIRELESS LOCAL 
AREA NETWORK SYSTEM WITH MOBILE STATION 
HANDOVER by H. Moelard et al. discloses a method of 
handling station roaming in a TB-LAN. 

Summary of the Invention 

An illustrative embodiment of the present invention 
provides a method in a network system, which has a 
plurality of access points including a first access point 
and a second access point and a plurality of stations 
including a first station and a second station. The net- 
work system transmits data among the stations accord- 
ing to routing information. The method comprises the 
steps of: connecting the first station to the first access 
point; finding the routing information for the first station 
from the first access point to said second station; remov- 
ing the first station from the first access point and con- 
necting the first station to the second access point; and 
updating the routing information from the first access 
point to the second access point for the first access 
point, so that data destined for the first station but re- 
ceived by the first access point can be re-transmitted to 
the second access point. 

Brief Description of the Figures 

The advantages of the present invention will be- 
come apparent to those skilled in the art to which the 
invention relates from the subsequent description of the 
preferred embodiments and the appended claims, in 
conjunction with the accompanying drawing in which: 

Figure 1 depicts a typical configuration for an SR- 
LAN; 

Figure 2 depicts a typical configuration in which an 
SR-LAN is connected to a TB-LAN through an SR- 
TB-bridge; 

Figure 3 depicts a network configuration in accord- 
ance with one embodiment of the present invention; 
Figure 4 depicts a network configuration in accord- 
ance with another embodiment of the present in- 
vention; 

Figures 5 A and 5B depicts flowcharts showing a 
hand-off procedure at a new access point and a pre- 
vious access point, respectively, in accordance with 
the present invention; and 
Figure 6 depicts a flowchart showing the operation 
at an access point when receiving a packet for a 
mobile station, in accordance with the present in- 
vention. 



Detailed Description 

Figure 3 depicts an illustrative network configura- 
tion including SR-LAN 302, wireless TB-LAN 304, SR- 

5 TB-brtdges 4 and 5, mobile station A, and station B. SR- 
LAN 302 includes SR-segments 1, 2 and 3, and SR- 
bridges 1 and 2. Wireless LAN 304 includes wireless 
TB- segments 4 and 5. Mobile station A is preferably 
wirelessly connected with wireless TB-segment 4 or 

10 wireless TB-segment 5. Thus, it can use either SR-TB- 
bridge 4 or SR-TB-bridge 5 as the access point to SR- 
LAN 302. Some embodiments of the present invention 
can update routing information when mobile station A 
dynamically changes access points between SR-TB- 

is bridge 4 and SR-TB-bridge 5. 

When mobile station A is wirelessly connected with 
wireless TB-segment 4 and wants to communicate with 
station B, it uses SR-TB-bridge 4 as the access point to 
SR-LAN 302. SR-TB-bridge 4 receives the packets from 

20 mobile station A and inserts the routing information, as 
being SR-segment 2, SR-bridge 2 and SR-segment 3, 
into the packets. 

When station B sends packets to mobile station A, 
it inserts the reversed routing information, as being SR- 

25 segment 3, SR-bridge 2 and SR-segment 2, into the 
packets. After the packets have been delivered to SR- 
TB-bridge 4. it relays the packets to mobile station A via 
wireless TB-segment 4. Whether station B takes this 
routing information from only the first packet sent by mo- 

30 bile station A, or it continuously updates this information 
from all packets sent by mobile station A is implemen- 
tation dependent. 

When mobile station A moves to and is connected 
with wireless TB-segment 5, it changes the access point 

35 to SR-LAN 302 from SR-TB-bridge 4 to SR-TB-bridge 
5. The access point change can be executed by Wave- 
LAN procedure, which has been described in the patent 
application entitled HANDOVER METHOD FOR MO- 
BILE WIRELESS STATION, with serial number 

40 08/065,328 (our docket No. 5577), by Loeke Brederveld 
et al. Applicant hereby incorporates this patent applica- 
tion by reference. 

In response to the change of the access point, SR- 
TB-bridge 5 now handles the source routing on behalf 

4S of mobile station A t and inserts appropriate routing in- 
formation into the packets transmitted from mobile sta- 
tion A to station B. 

In Figure 3, as to the routing information in the pack- 
ets transmitted from station B to mobile station A there 

so are two situations. 

In the first situation, station B updates its routing in- 
formation whenever it receives a packet from a station 
(mobile station A in this case) it communicates with. SR- 
TB-bridge 5 inserts the new routing information when 
mobile station A sends a packet to station B. 

Alternatively, to expedite the update of routing infor- 
mation in station B. SR-TB-bridge can send a dummy 
frame with new routing information to station B on behalf 
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of station A. To do so, mobile station A has to inform SR- 
TB-bridge 5 that mobile station A is in communication 
with station B as soon as it switches to SR-TB-bridge 5 
as the access point 

When station B uses the new routing information, 
packets destined for mobile station A will be delivered 
to SR-TB-bridge 5 for further transfer to station A via 
wireless TB-segment 5. 

In the second situation, station B does not update 
its routing information when it receives a packet. It con- 
tinuousty uses the routing information that it determined 
when the connection with mobile station A was estab- 
lished. 

In the both situations, before receiving the new rout- 
ing information from mobile station A, station B will still 
insert the old routing information, as being SR-segment 
3, SR-bridge 2, SR-segment 2 and SR-TB-bridge 4, into 
the packets for mobile station A. Therefore, to re-route 
the packets to the changed access point, a hand-off pro- 
cedure is executed between SR-TB-bridges 4 and 5 as 
soon as mobile station A switches access points. 

The hand-off procedure finds the routing informa- 
tion from SR-TB-bridge 4 to SR-TB-bridge 5 as being 
SR-segment 2, SR-bridge 1 , SR-segment 1 and SR-TB- 
bridge 5. SR-TB-bridge 4 keeps the routing information 
to identify that mobile station A is now connected with 
SR-TB-bridge 5. After receiving a packet delivered for 
station A, SR-TB-bridge 4 will insert the routing informa- 
tion into the packet and re-route it to SR-TB-bridge 5 for 
delivery to station A. 

When a new connection is being established be- 
tween mobile station A and station B via SR-TB-bridge 
5 t the right routing information to station B via SR-TB- 
bridge 5 is determined. 

It should be noted that without updating the routing 
information, the packet for mobile station A arriving at 
SR-TB-bridge 4 would be sent to TB-segment 4 and be 
lost at mobile station A. As a result, station B will (prob- 
ably after a retry) consider the logical connection to mo- 
bile station A as lost. 

After loosing a logical connection, a process will be 
initiated to reestablish the logical connection, usually by 
higher layer protocols (higher than the data link layer 
protocol). 

In contrast, embodiments of the present invention 
preferably maintain the logical connection to a mobile 
station by dynamically updating the routing information. 

It should be appreciated that "dynamically updating 
the routing information' is typically more time efficient 
than Ve-establishment of the logical connection." This 
is so because the re-establishment of the logical con- 
nection is initiated by the event that no response is re- 
ceived from the other station. It takes time to find out 
that a logical connection has been lost, involving: time- 
out, retry, time-out again, sending control frames, time- 
out, ...). In addition, the re-establishment of the logical 
connection requires a route determination procedure, 
which also takes some time. Furthermore, the initiation 



of the re-establishment of the logical connection is im- 
plementation dependent; it may not be done automati- 
cally, but may require user intervention. 

Advantageously, updating the routing information 

5 as soon as the mobile station changes access points 
prevents these time consuming processes. The updat- 
ing process can take place while there is no active com- 
munication between the stations. 

Figure 4 depicts an illustrative network ccnfigura- 

10 tion including SR-LAN 402, wireless TB-LAN 404, SR- 
TB-bridges 4, 5 and 6, mobile station A, and station B. 
SR-LAN 402 includes SR-segments 1,2,3 and 4, and 
SR-bridges 1, 2, 3 and 4. Wireless LAN 304 includes 
wireless TB^segments 4, 5 and 6. When mobile station 

'5 A roams from Wireless TB-segment 4 to wireless TB- 
segment 5, and further roams to wireless TB-segment 
6, the access point will be changed from SR-TB-bridge 
4 to SR-TB-bridge 5, then to SR-TB-bridge 6. 

In Figure 4, as to the routing information in the pack- 

20 ets transmitted from station B to mobile station A, there 
are two potential situations. 

In the first situation, station B has updated its routing 
information to SR-TB-bridge 5 after mobile station A 
roams from wireless TB-segment 4 to TB-segment 5. 

2S Under this situation, the hand-off procedure will find the 
routing information from SR-TB-bridge 5 to SR-TB- 
bridge 6 as being SR-segment 1 , SR-bridge 4, SR-seg- 
ment 4 and SR-TB-bridge 6. SR-TB-bridge 5 keeps the 
routing information to identify that mobile station A is 

30 now connected with SR-TB- bridge 6. After receiving a 
packet delivered for mobile station A, SR-TB-bridge 5 
will insert the routing information into the packet and re- 
route it to SR-TB-bridge 6 for delivery to station A. 
In the second situation, station B has not updated 

35 new routing information after mobile station A roams first 
from wireless TB-segment 4 to TB-segment 5, and then 
from TB-segment 5 to TB-segment 6. Under this situa- 
tion, the hand-off procedure should find the routing in- 
formation for both SR-TB-bridge 4 and SR-TB-bridge 5, 

40 so that the packets destined to mobile station A can be 
re-routed to SR-TB-bridge 6. This means that the hand- 
off procedure must involve all access points that once 
supported mobile station A (SR-TB-bridges 4 and 5 in 
the example shown in Figure 4). 

45 one method to update re-routing information for all 
access points(SR-TB-bridges 4 and 5 in the example 
shown in Figure 4) is to send a multicast protocol packet. 
In Token-Ring terms, the multiple protocol packet is a 
packet with a Functional Group MAC (Media Access 

50 Control) address. 

As defined by IEEE standard 802(-1 990), every sta- 
tion has a unique MAC address at the sublayer of the 
OSI data link layer. A destination MAC address can be 
an individual address (unique for each station), or a mul- 

55 ticast address that addresses a group of stations (e.g. 
all bridges in a LAN can be addressed by a specific mul- 
ticast MAC address). A special case of multicast ad- 
dress is the "all stations" address, popularly referred to 
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as the "broadcast address." 

As an alternative, mobile station A maintains a list 
of information about all access points it has once used 
and provide this information to the new access point. 
During the hand-off procedure, the new access point 
can then inform all those access points individually. In 
the example shown in Figure 4, the list of re-routing in- 
formation at SR-TB-bridge 6 contains: (t) for SR-TB- 
bridge 4 as being: SR-segment 2, SR-bridge 1 , SR-seg- 
ment 1 , SR-bridge 4, SR-segment 4; and (2) for SR-TB- 
bridge 5 as being: SR-segment 1 , SR-bridge 4, SR-seg- 
ment 4. 

As another alternative, mobile station A only pro- 
vides the address of its previous access point to the new 
access point. During the hand-off procedure, after the 
new access point gets a location update, every access 
point can then update rerouting information for the pre- 
vious access point. In this example, SR-TB-bridge 6 up- 
dates the rerouting information for SR-TB-bridge 5, and 
SR-TB-bridge 5 updates the rerouting information for 
SR-TB-bridge 4. 

The information about what mobile stations are at- 
tached to what access point is maintained at all access 
points. In Figure 4, after the hand-off to SR-TB-bridge 6 
has taken place, SR-TB-bridge 4 knows that mobile sta- 
tion A is connected to SR-TB-bridge 6, and the routing 
information to SR-TB-bridge 6 as being: SR-segment 2, 
SR-bridge 1 , SR-segment 1 , SR-bridge 4, SR-segment 
4; and SR-TB-bridge 5 knows that mobile station A is 
connected to SR-TB-bridge 6, and the routing informa- 
tion to SR-TB-bridge 6 as being: SR-segment 1 , SR- 
bridge 4, SR-segment 4. 

Figure 5A depicts a flowchart showing the preferred 
hand-off procedure at a new access point. After a mobile 
station (MS) has been connected to a new access point, 
in step 504 the new access point acknowledges the new 
connection of the mobile station. In step 506, the new 
access point registers the MS as its "own" station. In 
step 508, the new access point sends "hand-off " packet 
to all previous access point(s), possibly by using multi- 
cast address. 

The function of the "hand-off" packet is to inform the 
previous access point(s) that mobile station A is now 
connected to the new access point The exact format of 
the "hand-off" packet is dependent on the type of LAN 
the source routed LAN is, but it generally contains the 
following information; (1) Destination Address: the mul- 
ticast address, or the address of the previous access 
point, the "hand-off" packet is sent to; (2) Source Ad- 
dress: the address of the new access point that sends 
the "hand-off" packet; and (3) Mobile Station Address: 
the MAC address of the mobile station this hand-off is 
for The "hand-off" packet will be identified as a "route 
explorer" packet, which causes, (on its route(s) to the 
previous access point(s)) the routing information to the 
new access point will be added by the SR-bridges. 

Figure 5B depicts a flowchart showing the preferred 
hand-off procedure at a previous access point. In step 



512, the previous access point receives the "hand-off" 
packet from the new access point (AP). In step 514, 
based on the information in the "hand-off" packet, the 
previous access point identifies the mobile station and 

5 the routing information to the new access point (AP). In 
step 51 6, the previous access point registers the mobile 
station (MS) as from "new AP" and the routing informa- 
tion to the "new AP" 

Figure 6 depicts a flowchart showing the operation 

10 at an access point (which can be a new access point or 
a previous access point) when receiving a packet for the 
mobile station. In step 604, the access point receives a 
packet for a mobile station (MS). In step 606, the access 
point checks the ownership of this mobile station. If the 

is access point owns this mobile station, in step 614, the 
access point sends the packet to this mobile station via 
its own wireless TB-segment. If the access point does 
not own the mobile station, in step 608 the access point 
inserts the routing information to the access point (AP) 

20 that owns this mobile station. In step 610, the access 
point send the packet to the access point (AP) that owns 
this mobile station via SR-LAN. 

While the particular embodiments of the present in- 
vention have been described in detail, it should be un- 

zs derstood that the invention may be implemented 
through alternative embodiments. Thus, the scope of 
the invention is not intended to be limited to the embod- 
iments described above, but is to be defined by the ap- 
pended claims. 

30 

Claims 

1. A method of using a network system having a plu- 
3$ ratify of access points including a first access point 

and a second access point, and a plurality of sta- 
tions including a first station and a second station, 
said network system transmitting data among said 
stations according to routing information, said 
40 method comprising: 

(1 ) connecting said first station to said first ac- 
cess point; 

(2) removing said first station from said first ac- 
4S cess point and connecting said first station to 

said second access point; and 

(3) updating the routing information from said 
first access point to said second access point 
for said first access point, so that data destined 

so for said first station but received by said first ac- 

cess point can be re-transmitted to said second 
access point. 

2. A method of using a network system having a plu- 
55 rality of access points including a first access point 

and a second access point, and a plurality of sta- 
tions including a first station and a second station, 
said network system transmitting data among said 
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stations according to routing information, said 
method comprising the steps of: 

(1) connecting said first station to said first ac- 
cess point; 5 

(2) finding the routing information for said first 
station from said first access point to said sec- 
ond station; 

(3) at said first access point, inserting the rout- 
ing information into the data to be transmitted 10 
from said first station to said second station; 

(4) at said second station, receiving the routing 
information, and inserting said routing informa- 
tion in reverse order to the data to be transmit- 
ted from said second station to said first station; '5 

(5) removing said first station from said first ac- 
cess point and connecting said first station to 
said second access point; and 

(6) updating the routing information from said 
first access point to said second access point 20 
for said first access point, so that data destined 

for said first station but received by said first ac- 
cess point can be re-transmitted to said second 
access point. 

2$ 

3. A method of using a network system having a plu- 
rality of access points including a first access point 
and a second access point, and a plurality of sta- 
tions including a first station and a second station, 
said network system transmitting data among said 30 
stations according to routing information, said 
method comprising the steps of: 

(1 ) connecting said first station to said first ac- 
cess point: 35 

(2) finding the routing information for said first 
station from said first access point to said sec- 
ond station; 

(3) removing said first station from said first ac- 
cess point and connecting said first station to 40 
said second access point; and 

(4) updating the routing information from said 
first access point to said second access point 
for said first access point, so that data destined 

for said first station but received by said first ac- 45 
cess point can be re-transmitted to said second 
access point. 

4. A method of using a network system having a plu- 
rality of access points, and a plurality of stations in- so 
eluding a first station and a second station, said net- 
work system transmitting data among said stations 
according to routing information, said method com- 
prising the steps of: 

ss 

(1) connecting said first station to one of said 
plurality of access points; 

(2) finding the routing information for said first 



station from said one access point to said sec- 
ond station; 

(3) removing said first station from said one ac- 
cess point and connecting said first station to 
other access points of said plurality of access 
points; and 

(4) updating routing information from said one 
access point to said other access points for said 
one access point, so that data destined for said 
first station but received by said one access 
point can be re-transmitted to an access point 
which said first station is currently connected 
to. 

5. The method of claim 1 , wherein said step (3) includ- 
ing step of keeping said updated routing information 
at said first access point. 

6. The method of claim 1 , 2, 3, or 4, wherein said net- 
work system is an SR-LAN. 

7. The method of claim 6, wherein said first and sec- 
ond access points are SR-TB bridges. 

8. The method of claim 7, wherein said first station can 
be connected to said first and second access points 
via wireless TB-LAN. 

9. The method of claim 1 , at said second access point, 
further comprising: acknowledging the connection 
of said first station: and sending the routing infor- 
mation to said first access point. 

10. The method of claim 9, at said first access point, 
further comprising the steps of: receiving data des- 
tined to said first station; and re-transmitting said 
data to said second access point according to the 
routing information. 
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